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	CHS
	
	Cardiovascular Health Study

	MESA
	
	Multi-Ethnic Study of Atherosclerosis

	MESA Family
	
	Multi-Ethnic Study of Atherosclerosis – Family

	MESA Lung
	
	Multi-Ethnic Study of Atherosclerosis – Lung

	MESA Air
	
	Multi-Ethnic Study of Atherosclerosis Air Pollution Study

	GEMS
	
	Ginkgo Evaluation of Memory Study

	FRAM 2
	
	Fat Redistribution and Metabolic Change in HIV Infection


De-Identification and Protection of Study Data
The data made available to researchers by the University of Washington’s Collaborative Health Studies Coordinating Center (UW CHSCC) are de-identified and protected according to federal HIPAA regulations and University of Washington IRB requirements.  The following paragraphs describe the measures taken by the CHSCC to protect personal information of study participants at different stages of collection, storage, and distribution.
CHSCC and Study Field Centers.  The CHSCC does not see participants but receives, stores, and distributes data for the studies it coordinates.  The participants are seen and their data collected at field centers located at other institutions around the country.  Measures to ensure the confidentiality and security of participant data at the field centers are approved by their local institution’s IRB in accordance with applicable local, state, and federal law.  Each field center’s participation in a study is contingent upon its own institution’s full IRB approval.  All study participants must sign an informed consent at their field center, acknowledging the collection and restricted use of their personal information and health-related data, including the transfer of the information and data to the CHSCC.
Personal Information Held at CHSCC.  At the beginning of each study, any necessary personal identification information on participants is collected at the field centers and sent to the CHSCC in encrypted files via email.  All encryption to and from the CHSCC is Windows 128 bit.  (For some studies, such as FRAM 2, this personal information is never sent to the CHSCC.)  This personal information is held at the CHSCC to allow for centralized study searches for missing participants on a periodic basis.  The personal identification information collected may include the following:  name, social security number, address, date of birth, names of relatives, names of proxy contacts, phone numbers, email addresses, physician names.  This baseline personal information is stored at the CHSCC in a database on a server that is separate from the servers holding the ongoing health-related data collected from the participants during the study. When updates to the personal identification information are necessary (e.g., a change in participant name or address), the updated information is also sent to the CHSCC in encrypted files via email.  This personal identification information is never stored in the same files as the health-related study data that are collected from the participants during the study.  All CHSCC servers are protected from unauthorized access by two separate firewalls.  Access to the data by CHSCC employees is by password only and is restricted to only those employees involved in essential study activities.  The server holding the personal information is accessible via only a few selected workstations in the office (not available to the office network at large).
Health-related Study Data Processed at CHSCC.  Health-related study data collected from participants are sent from field centers to the CHSCC via email in encrypted files and uploaded into the CHSCC databases, which are password protected, available only to CHSCC employees involved with essential study activities, and protected by two separate firewalls.  Image documents or health records (not available to researchers) stored in the databases (or in hardcopy files) have been blinded at the field centers according to HIPAA regulations before transfer to the CHSCC.
Data Sets Provided to Researchers.  Only researchers who have signed the individual study’s IRB-approved Data Distribution Agreement are permitted to use study data sets.  The Data Distribution Agreement requires the signer to protect the confidentiality of the data and the participants.  (Please see the CHSCC web site for copies of the Data Distribution Agreements specific to each study.)  Data prepared for use by researchers does not contain participants’ personal information.  Data sets include only the random participant id number as a participant identifier.  In addition to the health-related information included in data sets, the following items may be included because they are integral to the medical and epidemiological research to be performed:  gender, race, ethnicity, age at enrollment, study number of participant’s clinic, and medication use.  Study data are provided to researchers either as an individual data set specific to a project, created by an analyst at the Coordinating Center.  The transfer of data files is encrypted.
For more information.  Please contact the CHSCC if more information is needed about the de-identification and protection of study data.
